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HowtoTroubleshootBlackHoleRouterlssues
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ForaMicrosoftWindows2000versionofthisarticle,see 159211 (http://support.microsoft.com/kb/159211/EN-US/) Anticlel oD

LastReview:July7,2005

IMPORTANT:Thisarticlecontainsinformationaboutmodifyingtheregistry.Beforeyoumodifytheregistry,makesureto Revision 1.2
backitupandmakesurethatyouunderstandhowtorestoretheregistryifaproblemoccurs.Forinformationabouthow
tobackup,restore,andedittheregistry,clickthefollowingarticlenumbertoviewthearticleintheMicrosoftKnowledge

Base:

256986 (http://support.microsoft.com/kb/256986/EN-US/) DescriptionoftheMicrosoftWindowsRegistry

SUMMARY

Thisarticledefinestheterm"blackhole"router,describesamethodoflocatingblackholerouters,andsuggeststhreewaystoavoidthedatalossthatcan
occurbecauseofablackholerouter.

MOREINFORMATION

OnaTCP/IP-basedwideareanetwork(WAN),communicationoversomeroutesmayfailifanintermediatenetworksegmenthasamaximumpacketsize
thatissmallerthanthemaximumpacketsizeofthecommunicatinghosts--andiftherouterdoesnotsendanappropriateInternetControlMessage
Protocol(ICMP)responsetothisconditionorifafirewallonthepathdropssucharesponse.Sucharouterissometimesknownasa'blackhole"router.

YoucanlocateablackholerouterbyusingthePingutility, whichisastandardutilitythatisinstalledwiththeMicrosoftWindowsTCP/IPprotocol.Youcan
thenuseoneofthreemethodsoffixingorworkingaroundblackholerouters.

WhenanetworkrouterreceivesapacketthatislargerthanthesizeoftheMaximumTransmissionUnit(MTU)ofthenextsegmentofacommunications
network,andthatpacket'sIPlayer'don‘tfragment"bitisflagged,therouterisexpectedtosendanlCMP"destinationunreachable"messagebacktothe
sendinghost.

Iftherouterdoesnotsendamessage,thepacketmightbedropped,causingavarietyoferrorsthatvarywiththeprogramthatiscommunicatingover
theunsuccessfullink.(Theseerrorsdonotoccurifaprogramconnectstoacomputeronalocalsubnet.) Thebehaviormayseemintermittent,butcloser
examinationshowsthatthebehaviorcanbereproduced,forexample,byhavingaclientreadalargefilethatissentfromaremotehost.

Client-sideError
Theclientcouldnotestablishaconnectiontotheremotecomputer.Themostlikelycausesforthiserrorare:

* Remoteconnectionscannotbeenabledattheremotecomputer.
* Themaximumnumberofconnectionsisexceededattheremotecomputer.

* Anetworkerroroccurswhileestablishingtheconnection.
Server-sideError:EventlD1004
Source:TermService
Description:"Theterminalservercannotissueaclientlicense.ltwasunabletoissuethelicenseduetoachanged(mismatched)clientlicense,
insufficientmemory,oraninternalerror.Furtherdetailsforthisproblemmayhavebeenreportedattheclient'scomputer.”

LocatingaBlackHoleRouter
YoucanusethePingutilitytolocateablackholerouter,bysettingthe -f and -1 parameterswhenyoutypethe ping command.

® The -f parametercausesthePingutilitytosendanlCMPechopacketthathasthelP"donotfragment"bitset.
* The -l parametersetsthebuffer,orpayload,sizeofthelCMPechopacket.Youspecifythissizebytypinganumberafterthe -1 parameter.

ThelargestbufferthatcanbesentunfragmentedisequaltothesmallestMTUthatexistsalongaroute, minusthelPandICMPheaders(inotherwords,
thesmallestMTUminus28).Forexample,EthernethasanMTUof1,500bytes,sounderthebestcircumstances,thePingutilitycanechoan
unfragmentedpacket,plusanlCMPbuffer,of1,472bytes(1,500minus28).Thesyntaxforthe ping commandinthiscaseis:

ping computer_nameorlP_address -f-11472
ForalllocallPaddresses,theexpectedresultsareasfollows:

* IftheMTUofeverysegmentofaroutedconnectionisatleast1,500,thepacketissuccessfullyreturned.

* IfthereareintermediatesegmentsthathavesmallerMTUs,andtheroutersreturntheappropriatelCMP"destinationunreachable"packet,thePing
utilitydisplaysthemessage,"PacketneedstobefragmentedbutDFset."

* IfthereareintermediatesegmentsthathavesmallerMTUs,andtheroutersdonotreturntheappropriatel CMP"destinationunreachable"packet,
thePingutilitydisplaysthemessage,"Requesttimedout.”

Byincreasingthe -l parameteronsuccessivepings,youcanidentifyhowlargeanunfragmentedpacketcantravelaspecificroute.ThesmallestMTUthat
isingeneraluseis576bytes,soyoucansafelystartwithanlCMPbufferof548andthenworkupfromthere.Forexample,ifthecommand Ping
computer_nameorlP_address -f-1972 returnspacketsbut Ping computer_nameorlP_address -f-1973 doesnotreturnpackets,thelargest
MTUonthatrouteis1,000(972plus28).ThedefaultMTUsofcommonnetworkmediaaredescribedinthefollowingarticleintheMicrosoftKnowledge

Base:

314496 (http://support.microsoft.com/kb/314496/EN-US/) DefaultMTUSizeforDifferentNetworkTopology

FixingorwWorkingAroundaBlackHoleRouter

WARNING: IfyouuseRegistryEditorincorrectly,youmaycauseseriousproblemsthatmayrequireyoutoreinstallyouroperatingsystem.Microsoft
cannotguaranteethatyoucansolveproblemsthatresultfromusingRegistryEditorincorrectly.UseRegistryEditoratyourownrisk.

Thefollowingthreemethodsarewaystoeitherfixorworkaroundablackholerouter.

Method1
EnablePMTUBIlackHoleDetectionontheWindows-basedhoststhatwillbecommunicatingoveraWANconnection.Followthesesteps:

1.StartRegistryEditor(Regedit.exe).
2.Locatethefollowingkeyintheregistry:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\tcpip\parameters

3.0nthe Edit menu,click AddValue ,andthenaddthefollowingregistryvalue:
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ValueName: EnablePMTUBHDetect
DataType: REG_DWORD
Value: 1

4.QuitRegistryEditor,andthenrestartthecomputer.

Method2
ConfigureintermediaterouterstosendCMPType3Code4messages(*'destinationunreachable,don'tfragment(DF)bitsentandfragmentation
required").Thismightrequirearoutersoftwareorfirmwareupgrade,routerreconfiguration,orrouterreplacement.

Method3

SettheMTUofthehostinterfacetobethelargestsizethattheblackholeroutercanhandle,toguaranteethatthelargestpossiblepacketsizeissentover
thatconnection.However,notethatlocaltrafficthenusessmallerpacketsthannecessary,aswilltrafficthatusestheroutedconnectionswithout
problems.

ThisworkaroundassumesthatyouhaveidentifiedtheMTUandthestateofallpossiblelinksthatthehostmightuse.AfteryouidentifythelargestMTU
sizethatissupported,manuallysettheMTU.Followthesesteps:

Click Start,andthenclick ControlPanel .

2. Double-click NetworkandlInternetConnections ,andthenclicktoopenthe NetworkConnections folder.
Ifmorethanonenetworkconnectionislisted,foreachconnection,double-clicktheconnectionandthenclickthe Support tabofthe Status
interfacethatopens.Theconnectionthatshowsa DefaultGateway entryisprobablythenetworkconnectionthatisusedtoconnecttothe

Internet.Notethenameoftheconnection(forexample,"“LocalAreaConnection2").
4. StartRegistryEditor(Regedit.exe).
Underthe HKEY_LOCAL_MACHINE tree,gotothefollowingkey:
SYSTEM\CurrentControlSet\Contro\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\
6. Underthatkeyareoneormorekeysthathavenumericidentifiers.Eachofthesekeyshasa Connection subkey.Examineeachofthekeysthat
looklikethis:
1D_for_Adapter\Connection

The Name valueinthe Connection subkeyprovidesthenetworkconnectionnamethatisusedintheNetworkConnectionsfolder.Whenyoufind
theonethatmatchesthenamethatyoufoundinstep3,makeanoteofthe ID_for_Adapter thatthenetworkconnectionnameisunder.

7. Returnto HKEY_LOCAL_MACHINE,andthenlocatethefollowingkey
SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\ ID_for_Adapter

where ID_for_Adapter isthenumberthatyounotedinstep6.Whenyouhighlightthiskey,severalvaluesappearontherightsideofthescreen,
including DefaultGateway and EnableDHCP.

Right-clicktherightsideofthescreen,click New,andthenclick DWORDValue .Namethevalue MTU.

Double-clickthevaluesothatyoucaneditthevalue,change Base to Decimal,andthenenterthelargestacceptableMTUsize,whichisthesize
thatyouidentifiedbyusingthePingtests.

10.QuitRegistryEditor.

Notethatifyoustillencounterproblemswithsomeservers,youmightneedtosettheMTUlowerthanthePingtestsindicatebecauseofotherroutersin
thatspecificpath.RepeatedlylowertheMTUby10untilaccesstothosesitesissuccessful.

ForadditionalinformationmanuallysettingtheMTU,clickthearticlenumberbelowtoviewthearticleintheMicrosoftKnowledgeBase:

314053 (http://support.microsoft.com/kb/314053/EN-US/) TCP/IPandNBTConfigurationParametersforWindowsXP

Foradditionalinformation,seelnternetRFC1191andRFC1435,whichareavailablefromthefollowingInternicWebsite:

http://www.internic.net/ (http://www.internic.net/)
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